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Prepared by: 
The Single Directorate of Information Management (DOIM) Enterprise Action Plan Working 
Group was chartered by Mr. Joe Capps, Director, Network Enterprise Technology Command / 
9th Army Signal Command (NETCOM/9th ASC) Enterprise Systems Technology Activity 
(ESTA), on 21 October 2003.  Membership included representatives from each of the four 
Continental United States (CONUS) Regional Chief Information Offices (RCIO).  The objective 
of the Working Group was to draft an Action Plan to bring “shadow” DOIMs into the Army 
Enterprise using the Single DOIM concept.  The Working Group charter is attached as Appendix 
1.   

In accordance with a Vice Chief of Staff, Army (VCSA) directive from the February 2005 
meeting of the Installation Management Board of Directors (IMBOD), a new Single DOIM 
Advisory Group was formed to include the original Working Group membership plus 
representatives from selected Army Commands, Functional Chief Information Offices (FCIO), 
and other stakeholders.  The objective of the Advisory Group was to refine the Action Plan in 
preparation for final staffing and implementation.  The Advisory Group charter is attached as 
Appendix 2.     
 
The Installation Management Agency (IMA) / NETCOM/9th ASC Liaison and representatives of 
the Chief Information Office (CIO) / G-6 served in an advisory role throughout the development 
of this Action Plan.        
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Executive Summary 

The Single Directorate of Information Management (DOIM) Action Plan for Common-User 
Services outlines a strategy to consolidate Command, Control, Communications, Computers and 
Information Management (C4IM) common-user baseline services within a Garrison DOIM or 
other information technology (IT) service provider as designated in AR 5-9, Table C2.  
Common-user baseline services are those services specifically identified in the C4IM Services 
List as “baseline” services.  Services identified as “mission” services are outside the scope of this 
plan.  This plan is also a collaborative effort to achieve server consolidation.  It applies 
specifically to Army entities within the Continental United States (CONUS); however, the 
concepts can and should be used by IT service providers outside of CONUS (OCONUS) as 
applicable.        

The Chief of Staff, Army (CSA) directed the move to one Army network that permits users to 
access authorized network resources regardless of where those resources or the users are located.  
This Action Plan is one step toward the single Army network.  The Chief Information Officer 
(CIO)/G-6 serves as the Executive Agent for implementation of this plan. 

This Action Plan is an extension of the Information Management Execution Plan Phase I and the 
Army Knowledge Management (AKM) Implementation Plan.  It addresses compliance with AR 
25-1, paragraph 3-2e, which mandates that each installation have a single DOIM responsible for 
delivering common-user baseline services.  The installation DOIM will technically validate all 
installation tenant organization/activity Information Technology (IT) acquisitions, including IT 
contract support.  Tenant activities and organizations will coordinate with the installation DOIM 
prior to ordering or entering into service contracts.   

As the transformation of the network occurs, “shadow” DOIMs and associated network 
operations (NetOps) capabilities will merge under technical control (TECHCON) of the Network 
Enterprise Technology Command (NETCOM)/9th Army Signal Command (ASC).  “Shadow” 
DOIMs are defined as those entities that are currently delivering C4IM common-user baseline 
services outside of the Garrison DOIM organization.  The transition to a single DOIM will be 
done through a collaborative effort with each of the system/network proponents involved.  Some 
DOIMs are already progressing with their transformation initiatives and will continue their 
efforts in compliance with this Action Plan. 

The Assistant Chief of Staff for Installation Management (ACSIM) and CIO/G-6 tasked the 
Army Audit Agency (AAA) to conduct a review of several Army garrisons to identify where 
multiple DOIMs exist and recommend solutions for the merger of common-user baseline 
services into the Garrison DOIM.  These AAA audits will serve as a preliminary review and 
reference for developing strategies for a smooth transition.   
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Single DOIM Action Plan for Common-User Services 

1.0 BACKGROUND 

Army Regulation (AR) 25-1, Army Knowledge Management and Information Technology 
Management mandates that each garrison/location have a single DOIM, designated by and 
established under the Garrison Commander.  The Garrison DOIM is responsible for delivering 
C4IM common-user baseline services and is the single authority for validating that purchases of 
IT resources on the installation comply with Army standards. NETCOM/9th ASC executes 
TECHCON for all DOIMs and provides functional supervision through the Regional Chief 
Information Office (RCIO).  Command authority is exercised by the owning command.  For 
example, Installation Management Agency (IMA) DOIMs are on the IMA Table of Distribution 
and Allowances (TDA) and IMA exercises command authority through the IMA Regional 
offices, with the dual-hatted RCIOs functioning as a G6 type organization.      

The DOIM is responsible for executing and implementing C4IM common-user policies, 
standards, architectures, programs, plans and budgets for communications and communications 
support, visual information, information assurance (IA), and automation support.   

Implementation of the Single DOIM concept offers the following benefits: 

• Collocation of services allows consolidation of support infrastructure such as manpower, 
education, office space, hardware, software licenses and maintenance, and network 
equipment. 

• Streamlined delivery of C4IM common-user baseline services across the installation 
results in minimized cost and improves services without the addition of resources. 

• Centralized servers are easier to secure physically and logically than distributed servers, 
improving overall network security posture. 

• Increased DOIM visibility over network assets improves network security and 
Information Assurance Vulnerability Assessment (IAVA) compliance and protects 
mission operations information.  

• Transition of common-user baseline services to the DOIM increases mission 
effectiveness by allowing more resources to be devoted to mission functions rather than 
IT functions.   

2.0 INTRODUCTION 

The Information Management Transition Plan, Phase I identified the requirement to implement 
the Single DOIM concept by realigning C4IM common-user baseline service, functions, 
manpower assets, and funding streams to the single Garrison DOIM.  The AKM Implementation 
Plan, dated 1 September 2003, required assets to be identified by the DOIMs and reported 
through the NETCOM/9th ASC RCIOs to the IMA Region Director (RD) by 1 October 2003.  
The implementation of this Action Plan will further delineate those C4IM common-user baseline 



 

2 

services that have not yet transitioned to the Single DOIM and address the transition of those 
services.  

3.0 SCOPE 

This Action Plan is applicable to all Army CONUS entities, both on and off Army installations 
that deliver or receive C4IM common-user baseline services (exceptions as noted in paragraph 
4.0).  The purpose of this plan is to consolidate common-user baseline IT services within a 
Garrison DOIM or other IT service provider as designated in AR 5-9, Table C2.  This plan also 
recognizes the Garrison DOIM as the single authority for validating purchases of IT resources on 
the installation comply with Army standards.  In addition, this plan is a collaborative effort to 
achieve server consolidation.  The scope of this plan excludes responsibilities of mission 
organizations to employ IT applications and tools in their mission-specific processes and to 
manage information.  Mission organizations will ensure that the C&A for the system is provided 
to the local IA office for review when connecting to the common user installation network.  
Though specifically addressed to the CONUS environment, the concepts in this document can 
and should be used by NETCOM/9th ASC Service Support Battalions in OCONUS locations. 

4.0 EXCEPTIONS  

HQDA CIO/G6, in conjunction with ACSIM, is the only authority for granting an exception 
from the Single DOIM implementation; activities granted exceptions to Server Consolidation are 
not automatically exempted from the Single DOIM Action Plan.  Effective immediately, the only 
exemptions from Single DOIM are the approved Army Active Directory Forests.  Exceptions as 
noted herein will be further documented in the subsequent release of AR 25-1.  Any other 
requests for exemption to the Single DOIM Action Plan should be prepared and submitted 
directly to the Army CIO/G6 for consideration. 
 
5.0 CONCERNS 

In order to progress toward one Army Enterprise, DOIMs will have approved target architectures 
for the provision of C4IM common-user baseline services as part of the transition to Single 
DOIM.  The objective is to increase effectiveness, promote efficiencies and increase Army 
standardization.  CIO/G-6 will manage the C4IM computing infrastructure domains to maximize 
Army investments for achieving the target architectures on an Enterprise basis.   

To alleviate duplication and redundancies, installation planning efforts will capitalize on other 
existing initiatives such as Active Directory / Exchange 2003, Area Processing Centers (APC), 
Internet Protocol (IP) Version 6, and Server Consolidation.  In many cases the data and 
information collected for one effort can be utilized in another. 

AR 5-20, Commercial Activities Program, directs installations to re-compete an A-76 study if 
the cost of the Most Efficient Organization (MEO) exceeds the 30 percent limit on cost growth.  
The addition of “shadow” DOIM resources raises this concern.  However, the Army Office of 
General Counsel (OGC), Commercial Activities (CA), AAA, ACSIM, and NETCOM/9th ASC 
reviewed applicable provisions of AR 5-20, and determined that the movement of personnel, 
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equipment, and funding required by the implementation of the Single DOIM concept is a 
consolidation, not an expansion.  Therefore, new cost comparisons will not be warranted.   

6.0 SINGLE DOIM RESOURCING 

Under the Single DOIM concept, C4IM common-user baseline services and associated IT 
equipment within Army organizations and installations will be migrated to the DOIM.    The 
transfer of services may require the realignment of resources in order to ensure a commensurate 
level of service.  The realignment of resources will be negotiated based on workload associated 
with the baseline services being transferred and the DOIM staffing model as developed by IMA 
and CIO/G-6.   In each case, the staffing metrics will be plugged into the DOIM staffing model 
(once finalized) to determine the incremental cost associated with the workload being 
transferred.  C4IM common-user baseline services funded by Army Working Capital Fund 
(AWCF) will continue to be paid on a reimbursable basis.   

The resources, to name a few, include manpower, funds for operations and maintenance, 
hardware and software, contract dollars for present and out-year contracts, transition costs for 
relocation, and infrastructure costs.  A-76 studies have additional resource implications when the 
MEO drives the operational capability and is structured for a specific C4IM baseline.  Shifts to 
the baseline require approval processes for government operations and, if contractual support is 
affected, necessitate contract modifications as early in the process as the regulations allow. 

It is the responsibility of the garrison to capture the funding and manpower data necessary to 
sustain services beyond the year of execution.  It will be necessary for the stakeholders to 
continue contributing to sustainment requirements until the funding stream has been realigned to 
the consolidated service provider.  This includes the programmatic requirements necessary to 
synchronize the execution of the flow of resources in the Planning, Programming, Budgeting, 
and Execution System (PPBES) process. 

A key principle of this Action Plan is to streamline operations, conserve resources, and minimize 
expenditures.  There must be a commitment among all parties that economies realized through 
implementation of the Single DOIM concept will accrue to all stakeholders.  Therefore, activities 
transferring common-user baseline services to the DOIM organization should expect a return of 
some portion of the resources previously dedicated to those services back to their functional 
missions, results varying on an installation by installation and customer by customer basis.  

7.0  BUY-IN STRATEGY 

As an initial step to achieving the Enterprise, the intent and process detailed in this action plan 
must be communicated to and understood by all stakeholders.  In order to accomplish this: 

(1)  NETCOM/9th ASC provided a brief to the CIO Executive Board (CIO EB) in May 2004 
that explained the purpose, the critical aspects, and the timeline for the effort.  The brief 
listed the implementation objectives, estimated the organizational impact, and solicited 
command support.  Status updates continue to be provided during scheduled CIO EB 
meetings.  
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(2)  At the February 2005 meeting of the Installation Management Board of Directors 
(IMBOD), the VCSA directed CIO/G-6, IMA, and NETCOM/9th ASC to team with the 
Army Commands, FCIOs, and other stakeholders in order to refine the Action Plan for final 
staffing and implementation.  On 17 December 2005, the VCSA issued ALARACT 255/2005 
directing HQDA Proponents and Major Commands to implement the July 2005 Action Plan 
immediately.  The VCSA further directed that the Army complete this requirement NLT 30 
September 2007. 

(3)  DOIMs will provide regular updates to their tenants and will develop a method to keep 
them informed of the progress.  A template for this presentation is provided in Appendix 3.  
Because this plan requires efforts be invested by all, it is important that all are informed of 
their responsibilities and participate in the development of the site implementation plan.  

8.0 STRATEGY 

Figure 1 outlines the phasing for implementing the Single DOIM concept.  Projecting four 
phases to the strategy execution, the chart highlights the key players and stakeholders, as well as 
some of the actions to be accomplished to generate deliverables for each phase.  Additional 
details are provided in the Annexes to this Action Plan.   

Figure 1.  Action Plan Strategy 
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Phase Title Who What Deliverables 
I  Planning and 

Data Collection 
(Review and 
Analyze) 

• All post tenants  
• Off-installation service 

providers 
• Garrison RM 
• Garrison DOIM 
• IMA RD, RCIO, and 

Plans (Advisory) 

• Establish working group(s) to collect data 
and reflect associated resources. 

• Collect/review/analyze data identifying 
all C4IM common-user services currently 
performed by all installation tenants 

• Develop Single DOIM transition plan  

• Developed plan with timelines 
• Completed data sheets 
• Transition Plan Decision Briefing to Senior 

Mission Commander/GC 
• Status Plan Briefing to IMA RD 

II  Design (Develop 
and Prepare) 

• All post tenants  
• Off-installation service 

providers 
• Garrison RM 
• Garrison DOIM 
IMA RD, RCIO, and Plans 
(Advisory) 

• Define roles and responsibilities 
• Define target architecture 
• Ensure compliance with the Army’s 

C4IM Service Management Plan and 
SLM CONOPS 

• Declare baseline services in accordance 
with IMA guidance following Service 
Analysis Team recommendations and 
CLS integration/implementation 

• Establish required SLAs for above-
baseline services 

• Identify costs and funding strategies for 
transfer of services and resources 

• All efforts will be in support of the 
CIO/G-6 / Army Commands MOAs 

• Documentation of target architecture 
• Approved SLAs (copies provided to RD) 
• Resource transfer strategy and timeline 
• Decision briefing to GC and Senior 

Mission Commander 
• Status Briefing to IMA RD 
 

III  Transition • All post tenants  
• Off-installation service 

providers 
• Garrison RM 
• Garrison DOIM 
• IMA RD, RCIO, and 

Plans (Advisory) 

• Establish DOIM/service provider 
operational control over all C4IM 
common-user services, to include 
redistribution of personnel and resources 

• Prepare all documentation required for 
transfer of requirements and resources  

• All draft documents required for the 
transfer of C4IM resources and services 

• Decision Briefing to Senior Mission 
Commander / Garrison Commander 

• Status Briefing to IMA RD 

IV  Integration • All post tenants  
• Off-installation services 

providers 
• Garrison RM 
• Garrison DOIM 
• IMA RD, RCIO, and 

Plans (Advisory) 

• Formalize Phase III migration efforts by 
finalizing changes to C4IM common-user 
support and resource documents 

• Submission of all required permanent 
change documents 

• Notification memo to the Senior Mission 
Commander, GC, Army Commands, and 
RD confirming completion  



 

6 

9.0 CURRENT RELATIONSHIPS 

Operational relationships are illustrated in Figure 2.   Ultimately, the IT/CIO support activities 
within Army Commands, Functional CIOs, etc. will remain but will provide a technical staff 
function rather than replicate a DOIM function.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.  Operational Relationships 
 

10.0 OBJECTIVE STATE 

At the completion of this plan, the single common-user service provider (DOIM) at any Army 
installation will provide for the delivery of all C4IM common-user baseline services and will 
have visibility of all above baseline services and associated resources in use at their installation 
(exceptions as noted in this document).  The Information Management Officer / Office (IMO) 
will serve as the primary interface between the DOIM and the supported organization(s).  The 
IMO will manage mission unique systems, advocate for the tenant, and coordinate C4IM 
requirements with the supporting DOIM.  NETCOM/9th ASC will provide technical control of 
all required network services for all Army installation and off-installation activities. Enterprise 
planning will address the integration of FCIOs.  Each site shall be connected to an 
Army managed network service and no site will rely on an unprotected dial-up connection. 
CIO/G-6 and NETCOM/9th ASC will integrate the Single DOIM into an Enterprise CONOPS as 
it evolves.  DOIMs will have approved target architectures for the provision of C4IM common-
user baseline services that increase effectiveness, promote efficiencies and increase Army 

IT

CONTR
CONTR

CONTR 

Army 
CIO/G-6 

ACSIM

NETCOM 
Installation 

Management 
Agency

MACOM

SA/CSA

NETCOM
(NE, NW, SE, SW)

RCIO
Garrison  
Commander

DOIM
Tenant

IMO

CIO/G - 6

Intermediate
HQ 

CIO/G-6

REG DIR

FORSCOM

OPCON of 
CONUS 
“Forces 

For” 

Theater 
Forces 

ACA

USAR 
FCIO 

Command 
Direct/General Support 
Requirements/Staff Supervision 
OPCON 
TECHCON 

Command 
Direct/General Support 
Requirements/Staff Supervision 
OPCON 
TECHCON 

COE 
FCIO 

ARNG 
FCIO 

IMCEN

RISO

GISO

USACFSC

CIO

Joint
Services 

WCF Installation

DOIM

Army CIO/G-6 &
MACOMCIO

Have Normal Staff 
Relationships

MEDCOM 
FCIO 

 

IT

CONTR
CONTR

CONTR 

Army 
CIO/G-6 

ACSIM

NETCOM 
Installation 

Management 
Agency

ACOM

SA/CSA

NETCOM
(NE, NW, SE, SW)

RCIO
Garrison  
Commander

DOIM
Tenant

IMO

CIO/G - 6

Intermediate
HQ 

CIO/G-6

REG DIR

FORSCOM

OPCON of 
CONUS 
“Forces 

For” 

Theater 
Forces 

ACA

Command 
Direct/General Support 
Requirements/Staff Supervision 
OPCON 
TECHCON 

Command 
Direct/General Support 
Requirements/Staff Supervision 
OPCON 
TECHCON 

IMCEN

RISO

GISO

USACFSC

FCIO

Joint
Services 

WCF Installation

DOIM

Army CIO/G-6 &
ACOM CIO

Have Normal Staff 
Relationships

MEDCOM 
FCIO 

 



 

7 

standardization.  CIO/G-6 will manage the C4IM infrastructure portfolio to maximize Army 
investments for achieving the target architectures on an Enterprise basis.  

11.0 MIGRATION STRATEGY 

Annex A addresses the integration of all installation C4IM common-user baseline services 
performed by “shadow” DOIMs into the single Army network as an integral part of the Army 
Enterprise Infostructure. Tenant activities will continue to manage mission support systems and 
advocate for their respective communities of interest.  In some instances their missions span 
beyond the IMA/NETCOM geographical regions. 

Annex A serves as guidance for the transition of IT common-user baseline services, as identified 
in Appendix 3.  It defines the responsibilities, relationships, organization, processes, equipment 
configurations, and additional resource requirements for transitioning to the single installation IT 
common-user baseline service provider, the DOIM.   

Annex B provides the data collection forms to assist in implementing the Action Plan.   

Annexes C-E provide the references, acronyms, and glossary.   

12.0 LABOR-MANAGEMENT RELATIONS 
 
Prior to implementing any changes to working conditions stemming from the application of this 
Action Plan, management must meet its statutory labor relation obligations.  Guidance can be 
obtained from the servicing CPAC. 
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Annex A.  Shadow DOIM Migration Plan 

1.0 OVERVIEW 

1.1 Scope  

This Annex covers the consolidation of C4IM common-user baseline services and network 
management efforts provided by “shadow” DOIM personnel into a single Garrison DOIM.  This 
Annex does not address mission systems and systems support, nor does it exclude the possibility 
of the DOIM providing these services if it is part of a support agreement reached between the 
DOIM and tenants.  This plan applies to all Army elements unless specifically excluded. 

1.2 Purpose   

This Annex provides guidance for the transition of “shadow” C4IM common-user baseline 
services to a single C4IM service provider.  It defines the responsibilities, relationships, 
organization, processes, and functions needed to transition these services and assets to the single 
common-user baseline service provider.  The DOIM will play an expanded role in the transition 
and continued support of C4IM common-user baseline services currently being performed by 
“shadow” DOIMs.  “Shadow” DOIM personnel, both government and contractor, meet all of the 
following criteria: 

• Have identical or similar duties, position descriptions, and/or statements of work as 
DOIM employees/contractors. 

• Perform these tasks routinely as their normal workload, full or part-time. 

• Perform common-user baseline IT services outside of the DOIM organization.  

AR 25-1, Army Knowledge Management and Information Technology Management, directs that 
there will be a single IT service provider (DOIM) on an installation that has the responsibility of 
providing communications and communications support, visual information, information 
assurance, and automation support to the installation community.  (See Appendix 4 for the C4IM 
Services List.)  

The AKM Implementation Plan also directs consolidation of common-user baseline IT resources, 
both personnel and equipment, on an installation.  Consistent with Human Resource guidance, 
directives such as Human Resource annexes, letters of instruction, and timelines must be 
developed, staffed, and approved prior to implementation.   

1.3 Objectives  

• Integrate Army networks into the Army Enterprise Infostructure.  This Annex addresses 
those networks and C4IM common-user services being provided by “shadow” DOIMs. 

• Transition from the current environment in which multiple IT systems are managed 
independent of the Enterprise to a single IT service provider, the DOIM. 
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• Protect the Army network.  The DOIM must have visibility of all IT systems that operate 
on or access the installation network.    

• Transition “shadow” DOIMs from their current role of managing and implementing IT 
infostructure to an advisory/customer role focused on mission requirements and 
providing subject matter expertise for mission systems.  

1.4 Metrics and Measures 

IMA will develop customer satisfaction surveys for common user baseline services.  
Performance measures for common user baselines services have been developed under the US 
Army IT Metrics program. These tools will provide both qualitative and quantitative 
measurements of customer service before and after the transition to Single DOIM.  

2.0 STRATEGY 

2.1 Transition Overview   

Develop an accurate view of the C4IM common-user baseline services that “shadow” DOIMs 
currently provide to their customers, and their network infrastructure requirements.  (See 
Appendix 3 for the C4IM Services List). 

• Identify tenant communications and network infrastructure requirements: 

o Connections to other networks . 

o Bandwidth requirements and utilization . 

o Network circuit diagrams. 

• Identify C4IM common-user baseline services being provided by the “shadow” DOIM 
personnel: 

o Baseline/above baseline services and resource requirements. 

o Reimbursable and non-reimbursable services. 

o Level of service currently provided to the end user, using both qualitative and 
quantitative performance measurements.   

• Based on the Memorandums of Agreement (MOA) between the Army Commands, 
ACSIM, and CIO/G-6, determine who will provide each service, and the required 
interfaces between each tenant and the DOIM. 

• Develop SLAs for above-baseline services. 

• Complete processes to transfer IT resources (funding amounts/sources and personnel 
requirements/authorizations) where appropriate as determined by the Single DOIM 
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Concept Working Group and the Single DOIM Concept Management Steering Group.  
Membership of both groups is identified in paragraph 2.3.1.3.   

2.2 Special Issues    

• Worldwide/CONUS-wide mission.  Many tenant activities operate application systems 
and have missions that span beyond installation boundaries.  These tenants have IT 
personnel, government and contractor, that manage these applications and maintain their 
operational status 24x7.  A successful transition will require a plan that provides 
comparable levels of service to accommodate tenant activity requirements. 

• Funding.  Some tenant activities have invested mission funds to provide IT support for 
their C4IM common-user baseline services based on their specialized missions.  Some 
tenants are also funded by special funds designated to support their unique missions.  
Example of this is the Army Working Capital funds for some Army Materiel Command 
(AMC) activities.  Successful transition will require that the funding stream continue in 
order to support the delivery of C4IM common-user baseline services – even when the 
service provider changes.  Successful implementation of the Single DOIM concept 
requires that the Garrison DOIM have sufficient resources to deliver the required 
services.  Therefore, identification of existing DOIM shortfalls is essential.  Furthermore, 
a realignment of resources may be required to address additional workload being 
transitioned.  This realignment will be negotiated for each location based on workload 
and staffing metrics, as defined by IMA and CIO/G-6.   

• Garrison DOIM expertise.  Army Commands/tenant activities may be concerned that 
Garrison DOIMs lack the number of personnel with the proper skill sets to satisfy their 
total baseline requirements, causing the future services to be reduced from current levels.   
Realignment of these common-user baseline related resources will alleviate this concern. 

• Contracts.  Many tenant activities have existing contracts for “shadow” DOIM support 
personnel that provide baseline and above baseline C4IM common-user baseline services.  
The installation transition plan (discussed below in paragraph 2.3) must include 
provisions for the transfer/termination of these contracts. 

• Security of the Network.  Documentation of services will include assignment of 
responsibility for maintaining security of networks and network connected devices to 
include who is responsible for application of security patches.  The SLAs will determine 
services above the baseline. 

2.3 Transition Plan  

2.3.1 Phase I – Planning (Review and Analyze)    

During Phase I of the transition, extensive data collection should take place to document the 
current state of IT for the installation.  Annex B provides a guideline for data collection.  Four 
deliverables should be developed:  a listing of the C4IM common-user services required and 
performed by tenant “shadow” DOIMs, a prioritized listing by garrison/tenant activity of 



 

A-4 

positions targeted for transfer to the Garrison DOIM in the Integration Phase, a listing of service 
contracts targeted for transfer, and an initial Single DOIM Enterprise Transition Plan for 
approval by the Single DOIM Concept Management Steering Group.   

2.3.1.1 Installation C4IM Common-User Services.  As the initial step in Phase I, DOIMs will 
document the installation’s existing IT baseline by completing the data collection tables in 
Annex B.     

2.3.1.2 Identification of “Shadow” DOIM Personnel Assets.  Upon approval of the Phase I 
transition plan, “shadow” activities will be restricted from converting the identified C4IM 
support position classifications without Senior Mission Commander approval.  The Senior 
Mission Commander will also be the final decision authority for movement of dollars and/or 
personnel resources as it relates to this Action Plan. 

2.3.1.3 Initial Review and Analysis.  The Garrison Commander should meet with stakeholders 
from DOIM, Civilian Personnel Advisory Center (CPAC), Directorate of Resource Management 
(DRM), Contracting, Local Union, Staff Judge Advocate (SJA) and each of the potentially 
affected tenant activities.  Overall mission of this meeting should be to lay the groundwork for 
the tasking to identify and transition “shadow” DOIM resources.  During this meeting, each 
tenant activity represented should be provided a copy of the C4IM Services List, as well as a 
copy of applicable spreadsheets with data, as recommended above, for completion, review and 
validation.   Because this is a collective effort that will require the cooperation and support from 
several entities on the installation at various stages in the process, it is recommended that two 
distinct working groups evolve from this meeting, 1) the Single DOIM Concept Working Group 
and 2) the Single DOIM Concept Management Steering Group.    

• Single DOIM Concept Working Group.  Headed by the Deputy Garrison Commander, 
members of this workgroup should consist of action officers from the garrison, DOIM, 
CPAC, DRM, Contracting, Post Judge Advocate, and each of the affected “shadow” 
activities.  The purpose of this group is to gather and analyze all data collected, determine 
the required tasks to transfer C4IM personnel, services, equipment, and network 
infrastructure responsibilities to the DOIM, establish transition timelines and milestones, 
and provide execution recommendations to the Single DOIM Concept Management 
Steering Group. 

• Single DOIM Concept Management Steering Group.  Co-chaired by the Garrison 
Commander and the Senior Mission Commander or their respective designees, members 
of this group should consist of decision makers within the CPAC, DRM, Contracting, 
Post Judge Advocate, and senior leaders from the affected tenant activities.  The overall 
mission of this group is to review and direct execution of recommendations presented by 
the Single DOIM Concept Working Group. 

2.3.1.4 Data Review.  Using data collected from the tables in Annex B, garrison stakeholders 
(DOIM, CPAC, and DRM) should conduct separate meetings with stakeholders of each of the 
affected tenant activities to develop the initial transition plan for the Single Enterprise Concept 
Management Steering Group’s approval.  The initial transition plan should include: (1) validated 
identity of potential “shadow” DOIM positions; (2) position transition lists, prioritized by each 
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tenant activity; (3) strategies for transferring C4IM common-user baseline services, network 
infrastructure responsibilities, and existing contracts; and (4) C4IM common-user baseline 
service, network infrastructure, and contract transition lists, prioritized by each tenant activity.   

• Resources.  Using the tables in Annex B, a complete review of C4IM common-user 
services should be conducted in order to identify those services currently being 
performed by “shadow” DOIM personnel.  The review should include an analysis of the 
workload associated with those services and the number of work-years currently devoted 
to performing those services within the “shadow” DOIM activity.  This analysis will be 
used to negotiate the number of personnel that will transfer to the Garrison DOIM along 
with the workload.  At this point, a prioritized list of civilian and military personnel to 
transfer should also be developed for each Garrison and tenant activity.  Where needed, 
the DOIMs should meet with applicable Garrison staff elements (i.e. DRM, Contracting, 
and SJA) to discuss required actions to affect the transfer of C4IM common-user service 
contracts. 

• Concept of Operations.  Using the analyzed data, each DOIM must develop a detailed 
Single DOIM Enterprise Transition Plan for transferring “shadow” resources to support 
and sustain operations.  The proposed plan should list actions to complete each transition 
phase as well as implementation milestones and timelines.  A sample implementation 
timeline is shown below.  It should be noted that the spreadsheet below is only an 
example; actions may be added and/or deleted as appropriate. 

Figure A-1.  Planned Implementation Activities 

Action MM/YY MM/YY Responsible 
Organization  

Establish Single DOIM Concept Working 
Group 

   

Establish Single DOIM Concept 
Management Steering Group 

   

Data Collection    
Infrastructure & equipment transfers    
Personnel identification for transfer    
C4IM common-user baseline service to 
transition to DOIM 

   

Acquisition strategy meetings    
Preparation of Schedule 8’s    
Establish SLAs & performance 
measurements 

   

Develop MOAs/MOUs for migration    
Labor / management meetings    
Validation of data / listings    
Personnel OPCON    
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IT contracts OPCON     
Performance reviews    
Special training needs    
 
2.3.1.5 Phase Completion.  Upon completion, the plan should be staffed through each member 
of the Single DOIM Concept Working Group and submitted to the Single DOIM Concept 
Management Steering Group for approval.  Before proceeding to Phase II, the plan must be 
briefed to the Senior Mission Commander and Garrison Commander for approval, with status 
briefings provided to the IMA Region Director.   

2.3.2 Phase II – Design (Develop and Prepare)   

Upon Single DOIM Concept Management Steering Group approval, the DOIM should begin 
coordination and planning with the garrison and tenant activities.  Garrison stakeholders (DOIM, 
CPAC, and DRM) should conduct separate meetings to negotiate with stakeholders of each of 
the affected Army Commands/tenant activities.  The overall purpose of this effort should be to 
define roles and responsibilities clearly, refine the list of resources to be transferred by garrison 
and tenant activity, develop the resource transition strategy to include timelines for transition, 
develop applicable SLAs, as well as identify IT functions transferred to the DOIM and no longer 
required for the mission organizations to perform.  

2.3.2.1 Service Level Agreements (SLAs).  SLAs will be used to identify C4IM services above 
the baseline identified as mission requirements. 

2.3.2.2 Personnel Consolidation Strategy.  Single DOIM Concept, Server Consolidation, and 
other AKM Goal 3 initiatives require the reallocation of assets to support the increased 
workload, which will be migrated to DOIM facilities.  Target staffing profiles should be based 
on proposed target architectures.  This profile will result in final resource reallocation from 
supported tenant organizations with “shadow” activities to the DOIM to account for a 
realignment of assets and responsibilities.   

2.3.2.3 Implementation Schedule.  An implementation schedule in parallel with Exchange 2003 
implementation should be developed and prioritized by tenant activity.  Collectively, members of 
the Single DOIM Concept Working Group should determine tenant “shadow” personnel 
transition order and priority.  This implementation schedule should be included within the final 
Single DOIM Transition Plan.  The final Single DOIM Transition Plan should be staffed through 
the Single DOIM Concept Working Group and submitted to the Single DOIM Concept 
Management Steering Group for final approval.  Once approved the implementation of this plan 
must be shared with respective Army Commands and RCIOs. The implementation schedule 
should include publication of the following, by garrison and tenants: 

• A consolidated listing of all resources to be realigned that are providing systems 
administration, help desk, Exchange, application and file servers, domain controllers, 
user and workstation support, etc.  Duty locations as well as position’s rating chain will 
change to the DOIM.  
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• Funding transfers to support new DOIM organizations. 

2.3.2.4 Performance Measurements.  In order to measure performance and minimize execution 
risks during Phases III and IV below, the DOIM, in coordination with other members of the 
Single DOIM Concept Working Group, should develop performance measurements relating to 
execution of each task or activity within the transition plan to include: 

• Schedule of responsibilities and C4IM common-user services to transfer. 

• Schedule of personnel transition (i.e., actual versus planned scheduled completion). 

• Qualitative and quantitative performance measurements, to include customer satisfaction 
surveys and performance metrics.   

• Mission requirements (i.e., system availability).  

• Resourcing (i.e., percent personnel migrated to the DOIM).  

The IT Metric Program will also provide performance standards (i.e., mean to restore, 
troubleshoot problems, etc.). 

Phase II is completed with a decision briefing to the Senior Mission Commander and Garrison 
Commander, with status briefings provided to the IMA Region Director and Army Commands.   

2.3.3 Phase III – Transition   

This phase begins the actual execution of the Single DOIM Transition Plan developed in Phases 
I and II above. The implementation schedule will be key to the success of this phase.  The 
positions that have been identified for transfer initially should be moved under the operational 
control (OPCON) of the DOIM until the appropriate transfer documents are completed. These 
positions may remain on the manning documents of the losing garrison or tenant activity until 
Schedule 8s for individual position transfer are completed.   

• Using the implementation schedule and transition lists created in the previous phases, 
memorandums for changes in employee working conditions should be developed by the 
garrison and coordinated through the Single DOIM Concept Working Group and 
submitted to the Single DOIM Concept Management Steering Committee.  Included as 
enclosures to the memos are:  

o Memorandum For Record (MFR) with the consolidated listing of all 
directorate/unit positions to be transferred. 

o Documented negotiations with local SJA, CPAC, union and garrison, Army 
Commands, and tenant stakeholders. 

o Requests for the losing garrison, Army Commands or tenant activity to develop 
Notification of Official Personnel Action to move positions to the DOIM.  
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o Funding transfer documentation for positions transferred (both government and 
contractor). 

• Any reimbursable funding requirements for above baseline services should be 
documented in the SLAs and funding streams established or changed from the losing 
activity to the DOIM resource management office.  Note that this action will take place 
once above baseline service delivery has been approved by the EXCOM / IMBOD / EOH 
process. 

• Documents to Military Interdepartmental Purchase Request (MIPR) Army 
Commands/tenant C4IM contract dollars directly to the garrison resource management 
office should be prepared and forwarded. 

• Phase III is completed with a decision briefing to the Senior Mission Commander and 
Garrison Commander, with status briefings provided to the IMA Region Director and 
Army Commands.   

2.3.4 Phase IV – Integration   

Implementation of this phase relies heavily on the completion of the tasks as identified in Phase 
III, Transition.  Integration will be accomplished with resources being transferred to the DOIM.  
As transfers are taking place it is recommended that:  

• Lessons learned be documented completely and staffed through the Single DOIM 
Concept Working Group. 

• The DOIM establish a 90 day assessment period, during which a qualified point of 
contact for each of garrison or tenant activity is appointed to: 

o Coordinate all services between DOIM and garrison, Army Commands and tenant 
stakeholders. 

o Discuss performance (i.e., financial and operational) and identify any associated 
issues. 

o Identify remedies for performance failures. 

• Members of the Single DOIM Concept Working Group will conduct migration status 
reviews to ensure equipment, service and resource transfers are proceeding as scheduled.  

• Phase IV is completed with a notification memorandum to the Senior Mission 
Commander, Garrison Commander, Army Commands, and IMA Region Director 
confirming completion.   
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Annex B.  Data Collection Forms 

1.0 PURPOSE 

This annex provides data collection forms to document the current state of C4IM services on the 
installation.  The following forms should be completed in Phase I: (1) a listing of the C4IM 
common-user baseline and above-baseline services required and the current service provider (by 
organization) for each service; (2) an accounting of the civilian and military personnel workload 
currently dedicated to performing common-user services; and (3) a listing of C4IM service 
contracts providing common-user services. 

2.0 INSTALLATION C4IM COMMON-USER BASELINE SERVICES   

Using the C4IM Services List (see Appendix 4) as a guide, record known data such as:  Army 
organization, C4IM common-user baseline services being provided by “shadow” DOIM 
personnel, bandwidth requirements, names and number of licenses of any Enterprise 
Management Systems (EMS) tools in use, as well as number of users, servers, desktops, and 
other devices (i.e. visual information equipment) supported within each “shadow” DOIM.  

TableB-1.  Listing of C4IM Common-User  BaselineServices   
Organization C4IM 

Services List 
Task 

Performed 

Bandwidth 
Utilization 

EMS Tools Server 
Population 

Device 
Population 

User 
Population 

       

       

       

 

Table B-2.  Listing of C4IM Common-User Above-Baseline Services   
Organization C4IM 

Services List 
Task 

Performed 

Bandwidth 
Utilization 

EMS Tools Server 
Population 

Device 
Population 

User 
Population 
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3.0 WORKLOAD 

3.1 Civilian and Military IT Personnel   

Use the spreadsheet below to document the number of work-years within the “shadow” activity 
being used to deliver common-user services identified in Tables B-1 and B-2.  Because affected 
“shadow” DOIM stakeholders may have to verify this data at a later date, it is recommended that 
separate sheets be developed for each garrison and tenant activity.   

Table B-3.  Civilian/Military Personnel 
Organization Position 

Description 
Position 
Series or 

MOS 

Position 
Title 

C4IM 
Services List 

Task 
Performed 

Percentage of 
time devoted 
to baseline 

services task 

TDA/TOE 
Para and 

Line 

       

       

       

 
3.2 Contractor Personnel    

Use the spreadsheet below to document the number of contract work-years within the “shadow” 
activity being used to deliver common-user services identified in Tables B-1 and B-2.  Record all 
known data as specified below.  Because affected “shadow” DOIM stakeholders may have to 
verify this data at a later date, it is recommended that separate sheets be developed for each 
garrison and tenant activity.   

Table B-4.  Common-User C4IM Contracts/Contractor Personnel 
Organization Contract 

Number 
Full-Time 

Equivalents 
Dollar 
Value 

C4IM 
Services  

List Task 
Performed 

Percentage of 
time devoted 
to baseline 

services task 

Termination 
Date 

COR 
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Annex D.  Acronyms 

AAA   Army Audit Agency 
ACA   Army Contracting Agency 
ACSIM  Assistant Chief of Staff for Installation Management 
AD    Active Directory 
AEI-T   Army Enterprise Infostructure-Transport (LandWarNet) 
AKM   Army Knowledge Management 
ARL   Army Research Laboratory 
AMC   Army Materiel Command 
APC   Army Processing Center 
AR    Army Regulation   
ARNG   Army National Guard 
ASALT  Assistant Secretary for Acquisition, Logistics, and Technology 
ASC   Army Signal Command 
ATEC   Army Test and Evaluation Command 
 
BASOPS  Base Operations 
BRAC   Base Realignment and Closure Commission 
 
C4IM   Command, Control, Communications, Computers and Information Management 
CA    Commercial Activities 
CFSC   Community and Family Support Center 
CIDC   Criminal Investigation Command 
CIO   Chief Information Officer 
CIO EB  Chief Information Officer Executive Board 
CIO/G-6  Army Chief Information Officer 
COE   Corps of Engineers 
COIN   Communities of Interest Network 
CONOPS  Concept of Operations 
CONUS  Continental United States 
CPAC   Civilian Personnel Advisory Center 
CSA   Chief of Staff, Army 
 
DA    Department of the Army 
DHP   Defense Health Program 
DISN   Defense Information Systems Network 
DOIM   Director of Information Management 
DRM   Directorate of Resource Management 
 
EMS   Enterprise Management System 
ESTA   Enterprise Systems Technology Activity 
 
FCIO   Functional Chief Information Officer 
FORSCOM Forces Command 
FPC   Functional Processing Center 
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FTE   Full-Time Equivalent 
FY    Fiscal Year 
 
HQ    Headquarters 
HQDA   Headquarters, Department of the Army 
HR    Human Resources 
HRC   Human Resources Command 
 
IA    Information Assurance 
IAVA   Information Assurance Vulnerability Assessment 
IG    Inspector General 
IM    Information Management 
IMA   Installation Management Agency 
IMBOD  Installation Management Board of Directors 
IMCEN  Information Management Support Center 
IMO   Information Management Officer/Office 
INSCOM  Intelligence and Security Command  
IP    Internet Protocol 
ISO   Information Security Officer 
ISSA   Interservice Support Agreement 
IT    Information Technology 
 
JAG   Judge Advocate General 
 
LAN   Local Area Network 
LNO   Liaison Officer 
 
MDA   Milestone Decision Authority 
MEDCOM Medical Command 
MEO   Most Efficient Organization 
MFR   Memorandum for Record 
MIPR   Military Interdepartmental Purchase Request 
MOA   Memorandum of Agreement 
MOS   Military Occupational Specialty  
MOU   Memorandum of Understanding 
 
NAF   Non Appropriated Funds 
NCR   National Capital Region 
NE    Northeast 
NETCOM/ Network Enterprise Technology Command / 9th Army Signal Command 
 9th ASC 
NetOps  Network Operations 
NGB   National Guard Bureau 
NOSC   Network Operations Support Center 
NSC   National Simulation Center    
NW   Northwest 
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OCONUS  Outside Continental United States 
OGC   Office of General Counsel 
OPCON  Operational Control 
 
PD    Position Description 
POM   Program Objective Memorandum 
PPBES   Planning, Programming, Budget and Execution System 
 
RCIO   Regional Chief Information Office 
RD    Region Director 
RM   Resource Management 
 
SDDC   Surface Deployment and Distribution Command 
SE    Southeast 
SJA   Staff Judge Advocate 
SLA   Service Level Agreement 
SLI   Service Level Indicator 
SLM   Service Level Management 
SMDC   Space & Missile Defense Command 
SW   Southwest 
 
TBD   To Be Determined 
TCO   Total Cost of Ownership 
TDA   Table of Distribution and Allowances 
TECHCON Technical Control 
TNOSC  Theater Network Operations Support Center 
TOE   Table of Organization and Equipment 
TRADOC  Training and Doctrine Command 
 
UFR   Unfunded Requirement 
USAAC  United States Army Accessions Command 
USACFSC  United States Army Community and Family Support Center 
USAR   United States Army Reserves 
USASOC  United States Army Special Operations Command 
 
VCSA   Vice Chief of Staff, Army  
VTC   Video Teleconferencing 
 
WCF   Working Capital Funds 
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Annex E.  Glossary 

Above Baseline Service.  (See also “Baseline Service” and “Mission Service”)  A service 
required by a mission element that either exceeds the performance standard or the amount of 
service provided.  For example, if the standard response time to repair or restore a service is 5 
working days and the customer requires a response within 2 days, that is an above baseline 
service (increase in performance standard).  If the standard duty day for consultative services is 
10 hours a day, 5 days a week and the customer requires those services 15 hours a day, six days a 
week, that is an above baseline service (increase in amount of service provided).  The term 
“above baseline” only applies to baseline services; it does not apply to mission services.   

Army Enterprise Infostructure Transformation (AEI-T).  The Army Knowledge 
Management Goal 3 action to consolidate the disparate Tactical, Strategic and Sustaining Base 
networks and systems that currently exist throughout the Army into a single Army Enterprise. 

 
Baseline Services.  Widely required services for which IMA recognizes ownership and has 
responsibility to provide to the installation community.  IMA is responsible to obtain funds for 
baseline services and to provide them at the Army standard.  Baseline services are those services 
specifically identified in the C4IM Services List as “baseline.”   

*Command and Control.  The exercise of authority and direction by a properly designated 
commander over assigned and attached forces in the accomplishments of the mission.  Command 
and control functions are performed through an arrangement of personnel, equipment, 
communications, facilities, and procedures employed by a commander in planning, directing, 
coordinating, and controlling forces and operations in the accomplishment of the mission.  Also 
called C2.  

Command, Control, Communications, Computers and Information Management (C4IM). 
Integrated systems of doctrine, procedures, organizational structures, personnel, equipment, 
facilities, communications, and information management systems designed to support a 
commander's exercise of command and control across the range of military operations. 

Core Competencies.  Observable behaviors that underlie and define an organization's mission 
and functions. 

C4IM Operations.  The day-to-day operations of the DOIMs on installations, the Enterprise 
operations at NETCOM/9th ASC Regional Units, and NETCOM/9th ASC Network Operations 
and Security Centers (NOSC) that include (but are not limited to) network operations, desktop 
services, mail, telephones, visual information services, and connectivity to long-haul 
communications providers. 

*Data Administrator.  Individual responsible for the administration of mission application and 
the data stored.  Working as the Army Commands IMO, they are responsible for access control, 
content management, and purpose of mission applications.  
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Director of Information Management (DOIM).  An installation/garrison directorate that 
provides CIO/G-6 (AR 25-1) type services for the garrison and the tenants IAW the ASCIM 
established baseline services and Service Level Agreements.  Additionally, DOIMs are 
responsible for providing services to customers located within their defined geographic area (AR 
5-9), like ROTC. 

Enhanced Service.  (See “above baseline service.”)   

Enterprise.  The full scope, extent, and relevance of an organization's business processes, and 
the information and information systems and technologies that may support them.  In this 
context, "Enterprise" includes all of the following: 

• All units of the organization, and all subordinate organizations  
• Peer organizations within the larger organization.  
• Business partners and other non-profit organizations through which their services may be 

delivered, and suppliers of goods and services.  
• Customers, tenants and other stakeholders who purchase, consume, benefit from, or use 

services produced by the organization, and others interested in their behalf  
• As a related term, "Knowledge Management Enterprise" represents the fully integrated 

knowledge Enterprise where business and technology processes, information and 
knowledge are shared and built upon corporately. 

Fixed Base.  Assets in the infostructure that stay fixed in place.  Examples of these can include 
institutional assets (e.g. NIPRNET, Red Switch sites, etc.) and tactical assets (e.g. STEP sites, 
strategic backbone sites, etc.)   

Information Management Officer/Office (IMO).  The designation given to a person or an 
organization within a functional area or tenant organization, coordinating C4IM requirements 
with the supporting DOIM.  The IMO is the primary interface between the DOIM and the 
supported organization(s). 

Infostructure.  C4IM and its supporting infrastructure.  

Installation.  refers to the specific garrison/post or assigned geographic region (virtual 
installation) for which a DOIM has been assigned responsibility. 

Installation Management Agency.  The U.S. Army Installation Management Agency (IMA) 
provides equitable, effective and efficient management of Army installations worldwide to: 
support mission readiness and execution; enable the well being of soldiers, civilians and family 
members; improve infrastructure; and preserve the environment. 

 Installation Plus DOIMs.  The DOIM on an installation will provide CIO/G-6 (AR 25-1) type 
services for the garrison and the tenants IAW the ASCIM established baseline services and 
Service Level Agreements.  In addition the DOIM will be responsible for service for a defined 
geographic area (AR 5-9) for identified types of customers like ROTC.  In the past, not all 
Garrison DOIMs were assigned area responsibilities.  In the future all installations, under the 
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NETCOM/9th ASC construct, will be assigned off the installation missions.  This will be 
coordinated with the ACSIM for the rewrite of AR 5-9.  We will call these Installation Plus 
DOIM’s. 

Mission Services.  Those services that are required by the organization to accomplish its mission 
that are not common to most organizations on the installation.  Installation tenant or garrison 
organizations are responsible to obtain funding for mission services.  In the case of C4IM 
services, many organizations have IT service providers internal to their organizations that 
provide the services.  The mission side can also obtain those services from the DOIM with 
reimbursement.  Mission services are those services specifically identified in the C4IM Services 
List as “mission.”     

Network Enterprise Technology Command / 9th Army Signal Command (NETCOM/9th 
ASC).  A HQDA Direct Reporting Unit under the Army Chief Information Office / G-6 (CIO/G-
6). 

* Operational control (OPCON).  Command authority that may be exercised by commanders 
at any echelon at or below the level of combatant command. Operational control is inherent in 
combatant command (command authority) and may be delegated within the command. When 
forces are transferred between combatant commands, the command relationship the gaining 
commander will exercise (and the losing commander will relinquish) over these forces must be 
specified by the Secretary of Defense. Operational control is the authority to perform those 
functions of command over subordinate forces involving organizing and employing commands 
and forces, assigning tasks, designating objectives, and giving authoritative direction necessary 
to accomplish the mission. Operational control includes authoritative direction over all aspects of 
military operations and joint training necessary to accomplish missions assigned to the 
command. Operational control should be exercised through the commanders of subordinate 
organizations. Normally this authority is exercised through subordinate joint force commanders 
and Service and/or functional component commanders. Operational control normally provides 
full authority to organize commands and forces and to employ those forces as the commander in 
operational control considers necessary to accomplish assigned missions; it does not, in and of 
itself, include authoritative direction for logistics or matters of administration, discipline, internal 
organization, or unit training. Also called OPCON. See also combatant command; combatant 
command (command authority); tactical control. 

Region Chief Information Officer (RCIO) In support of the Region Director (RD) for IMA, 
the RCIO leads the NETCOM/9th ASC Regional Unit and executes and enforces any Command, 
Control, Communications, Computers and Information Management (C4IM) policies, standards, 
architectures, programs, plans, and budget for all Information Technology (IT) issues within the 
assigned region.  The RCIO translates strategic plans and technical guidance provided by 
NETCOM/9th ASC into objectives, strategies and architectural guidance.  The RCIO exercises 
staff supervision and TECHCON for all IT organizations within their region and is responsible 
for Baseline Services (Communication and System Support, Visual Information, Documents 
Management, Information Assurance, Automation) as well as regional oversight of Network 
Operations (including, but not limited to Network and Information Dissemination Management).   
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Region Director (RD).  The regional directorate for installation management under the Assistant 
Chief of Staff for Installation Management (ACSIM).   

* Regional Support Command (RSC) IMOs The USAR RSC DCSIM will perform the same 
functions as an Installation Plus DOIM for their assigned geographic region.  The RCIO may 
assign greater area responsibilities to these RSC DCSIM’s if the business case warrants such 
assignment and the current force structure can accommodate the increased mission.  We will 
identify these IMOs as RSC IMOs. 

Shadow DOIMs Government or contracted IT personnel, external to the Garrison DOIM, who 
provide any of the services as identified in Army’s Command, Control, Communications, 
Computers and Information Management (C4IM) Services List. 

*Systems Administrator Responsible for the day-to-day operations and maintenance of the 
servers, operating systems, and supporting infrastructure of garrison and mission applications. 

Technical Control (TECHCON) is the authority for one organization or command to issue and 
enforce policy and authoritative direction concerning the use of techniques, procedures, 
standards, configurations, designs, devices, and systems to another specified organization to 
accomplish a specific mission(s).  TECHCON does not include command authority or 
administrative control for logistics or matters of administration, discipline, internal organization, 
or unit training. 

Tenant unit, agency, or activity A unit, agency, or activity of one command that occupies 
facilities on an installation of another command and receives support services from that 
installation.  

Working Capital Fund DOIM  A DOIM on an installation that is funded by the working 
capital fund. 

*From the DoD Dictionary of Military and Associated Terms 
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Advisory Group Charter 
Single DOIM Action Plan 

 
Table of Contents 
 

1. Background 
2. Objective 
3. Advisory Group Membership 
4. Scope and Project Milestones/Deliverables 

 
1.  Background   
 
On 21 October 2003, Network Enterprise Technology Command (NETCOM/9th ASC) Enterprise 
Services Technology Activity (ESTA) Director Mr. Joe Capps chartered a workgroup to develop the 
Single Directorate of Information Management (DOIM) Action Plan as a roadmap for moving common 
user services into the Army Enterprise in support of Army Knowledge Management (AKM) Goal 3.     
 
In February 2005, the Deputy, CIO/G-6 briefed the Single DOIM Action Plan to the Installation 
Management Board of Directors (IMBOD), chaired by the Vice Chief of Staff of the Army (VCSA).  The 
IMBOD and VCSA directed that CIO/G-6, NETCOM/9th ASC, Installation Management Agency (IMA), 
and the Army Commands work together to refine and implement the Single DOIM Action Plan.   
 
2.  Objective 
 
The objective of the Single DOIM Action Plan Advisory Group is to refine the Single DOIM Action Plan 
for implementation, as directed by the VCSA.     
 
3.  Advisory Group Membership   
 
The Single DOIM Action Plan Working Group includes the Network Service Center Chief and Customer 
Support Chief from each of the four CONUS RCIOs.  The following organizations will each select one 
representative to serve in the Advisory Group:   
 

• FORSCOM 
• TRADOC 
• AMC 
• MEDCOM 
• ASALT 
• ARNG 
• USAR 

 
Ms. Kathleen Linderman of the NW RCIO will serve as Chair of the Single DOIM Action Plan Advisory 
Group.  Mr. Galen Pearce will provide oversight on behalf of NETCOM/9th ASC and IMA, and Ms. 
Cynthia Dixon will provide oversight on behalf of Army CIO/G-6.   
 
4.  Scope and Project Milestones/Deliverables 
 
The Advisory Group will refine the Single DOIM Action Plan as directed by the VCSA.  The Single 
DOIM Action Plan will provide garrison DOIMs with a Single DOIM implementation strategy and 
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various templates to assist the DOIM in developing Service Level Agreements with individual tenants.  
Milestones for the Advisory Group are as follows: 
 

Revised charter for expanded working group completed 6 May 2005 
Participants of Advisory Group identified by name  9 May 2005  
First revision of Single DOIM Action Plan completed 16 May 2005 
Draft of revised Single DOIM Action Plan presented to 3 June 2005 
   NETCOM/IMA LNO and CIO/G-6 for review, and   
   Director, NETCOM/9th ASC ESTA for final approval 
Final revision of Single DOIM Action Plan presented to  10 June 2005 

    CIO/G-6 for staffing     
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Background

OPERATIONAL RELATIONSHIPS

IT

CONTR

CONTR

CONTR

Army
CIO/G -6

ACSIM

NETCOM
Installation 

Management 
Agency

MACOM

SA/CSA

NETCOM
(NE, NW, SE, SW)

RCIO

Garrison  
Commander

DOIM
Tenant

IMO

CIO/G -6

Intermediate

HQ

CIO/G -6

REG DIR

FORSCOM

OPCON of 
CONUS
“Forces 

For”

Theater 
Forces

ACA

USAR
FCIO

Command
Direct/General Support
Requirements/Staff Supervision
OPCON
TECHCON

Command
Direct/General Support
Requirements/Staff Supervision
OPCON
TECHCON

COE
FCIO

ARNG
FCIO

IMCEN

RISO

GISO

USACFSC

CIO

Joint
Services

WCF Installation

DOIM

Army CIO/G -6 &
MACOM CIO

Have Normal Staff 
Relationships

MEDCOM
FCIO

 
 
 

Background

Multiple providers of C4IM common-user services
Organizational segmentation
Lack of uniformity & centralized control of IT services
IA inefficiencies and vulnerabilities
Redundancy of services across the installation
No handle on overall IT spending
Non-standard desktop support infrastructure
Inefficient procurement
Lack of performance measurements needed to 
predict trends
Reactive versus proactive support

PROBLEM
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Background

Establish one organization to provide technical control over IT 
down to the desktop: Local Army DOIM

Make one person on the installation responsible for IT 
operations:  Local Army DOIM

Consolidate C4IM common-user services under a single 
organization:  Local Army DOIM
• Establish an MOA between the MACOM and ACSIM / CIO/G6
• Sign a Service Level Agreement with each customer 
• Introduce Best Practices throughout the installation
• Consolidate disparate desktop/server support contracts
• Improve network security and IAVA compliance
• Centralize C4IM common-user services across the installation

SOLUTION

 
 
 

Background

Server consolidation/Single DOIM concept mandated by:

AR 25-1, Army Information Management

AR 5-9, Area Support Responsibilities

AR 25-2, Information Assurance

Army Knowledge Management Strategic Plan (8 Mar 03)

Army Knowledge Management Implementation Plan (1 Sep 03)

Information Management Execution Plan (1 Jul 02)

Army Science Board Summer 2002 Study

Clinger-Cohen Act of 1996

MANDATES
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Operational Approach

Establish a team dedicated to realignment
Define realistic measurements of success  
Begin open communications with tenants
Baseline cost and performance to measure customer 
satisfaction
Focus on Interim Support Agreements pending release of 
standard Service Level Agreement 
Demonstrate success early to gain customer confidence

CRITICAL EARLY ACTIONS

 
 
 
 
 

TODAY TOMORROW MAYBE
DOL                            PMs USASOC
DPW                           CIDC                              INSCOM
DRM                           IG                                USACE
.                                  JAG                          MEDCOM
.                                  AAA                          SSDC
.                                  CPOC                         SMDC
.                                  ATEC                         NAF

DOIM Functional Offices

NETCOM to develop
secured technical 
solution 

OGC LEGAL REVIEW (Feb 04)
• Comply with network security policy
• Coordinate Active Directory with NETCOM
• Report baseline/consolidation status to

servicing DOIM
• May acquire C4IM services from DOIMs

on reimbursable basis

Defense 
funded
agencies

OPERATIONAL APPROACH
SCOPE
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Near Term
(Common-user services)        
Telephone/VTC 
Visual information
Document management
Information assurance
Automation

Future

Applications

Local/MACOM
uniques

DOIM APC

PM/MACOM
standard systems

Functional
Processing 
Centers

HRC
ARL
NSC
AAC

Web mail
Secondary storage
Directory services
Collaboration
Web server hosting

Operational Approach
THE WAY AHEAD

(TBD)

(T
BD)

 
 
 

SINGLE DOIM WORKING GROUP STRUCTURE

DOIM POC

Garrison 
Commander

•Team Management
•Data Collection
•Customer Satisfaction 
Survey

Single DOIM Concept
Working Group

(Action Officer Level)

Operational Approach

•Requirements Definition
•Field Assistance
•Policy Compliance

CPAC
Resource 

Management Contracting Local Union
Staff Judge 

Advocate

Tenant
Representatives

Single DOIM Concept
Management Steering Group

(Decision Maker Level)
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ROLES & RESPONSIBILITIES

Provide guidance to users on IT policiesDocument procedures and lessons learned

Maintain list of current users and IT assetsMonitor and report status

Document all IT purchases and system 
deployments

Coordinate with IMOs to identify requirements  
and resolve issues

Alert DOIM of issuesProvide technical direction

Report and track all user requirementsManage Single DOIM transition

Act as liaison to DOIMLead for all C4IM common-user services

DOIM                                                   IMOs

Operational Approach

 
 
 

Operational Approach
PHASED IMPLEMENTATION

Phase IV
Integrated

Support Services

Phase III
Transition

Phase II
Design

Phase I
Planning

Single DOIM 
Transition Plan
Baseline assessment

of C4IM common-user 
services / providers 

Draft transition plan
Business case
Resource analysis

Project Management Plan
Management approach
Technical approach
Risk management
Schedule / milestones
Measurements of success 
Acquisition strategy
Communications strategy

System Engineering
Design
Roles and responsibilities
Target architecture
Draft SLAs for above-

baseline services
Personnel consolidation 

strategy
Implementation schedule
Performance 

measurements

Initial Transition
Migration strategy
Transition team structure
Configuration management
Acquisition
Testing Plans
Staffing Profile
Resourcing Strategy
ISAs/SLAs

Continued Operations
Final transition
Lessons learned
Customer feedback / 

performance 
measurements

Problem identification
Remedy performance

failures

Stakeholder reviews conducted at end of each phase to include monthly status reports 
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CONSOLIDATION STATUS

Status Reporting

•Updated: Monthly
•As of: 

Comments: 

*Scheduled

Purpose:  Track the 
consolidation of tenant 
Servers 

E-mail Address: Phone Number:For further information contact: 

Tenant Org Date SLA 
Effective

Date Baseline
Completed

Date Migration
Completed

Date  Customer
Survey Completed

 
 
 

BASELINE/END-STATE STATUS

STATUS REPORTING

Participating/ 
Non-

Participating 
Tenant Orgs

User 
Population

C4IM 
Services 

Performed

C4IM 
Services 

Transferred 
to DOIM

No. of  
Baseline 
Servers

No. of  
Servers 

to  
Transfer 
to DOIM 

No. of  End 
State 

Servers 
Transferred

No. of  
Baseline 
System 
Admin/ 
Opns 

Personnel

No. of  
Personnel 

Retained by 
Tenant

No. of  
Personnel 

Transferred 
to DOIM

Baseline 
Annual Cost 

of  Operations 
for Servers/ 
Personnel to 

Transfer

End State 
Annual Cost 

of  Operations 
for Servers/ 
Personnel 

Transferred

% Customer 
Satisfaction of  
Services Prior 

to 
Consolidation

% Customer 
Satisfaction 
of  Services 

Af ter 
Consolidation
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SAMPLE ACTIVE METRICS

Status Reporting

• Customer survey responses
• Interactive Customer Evaluation 

(ICE) responses
• Trouble call volume
• Average Tier I response time / 

closure rate
• Average Tier II response time / 

closure rate
• Dial-in services trouble call 

closure rates
• Web services trouble call closure 

rates

• Security incidents
• Security incident costs
• Security malicious logic (viruses)
• SMS cost avoidance
• Software configuration compliance
• E-mail services trouble call 

closure rates
• File & print services trouble call 

closure rates
• Account management trouble call 

closure rates
• Server uptime

 
 
 

INTERACTIVE CUSTOMER EVALUATION (ICE)

Status Reporting

• DoD directed, standard criteria for evaluating performance
• Basic questions must be retained
• May be edited/augmented within certain limits
• Provides 12 week sliding window of performance
• Captures performance results monthly
• Customers may submit an unsolicited evaluation at any time

web site:   http:/ice.disa.mil

• Customer Side
– Anonymous Surveys
– Instant Feedback
– Report Section
– Information Section

• Manager Side
– Report Section
– Admin Privileges

• FAQ
• Upcoming Events

ICE
ICE
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SAMPLE IMCEN CUSTOMER SURVEY

Status Reporting

 
 
 

SAMPLE CUSTOMER FEEDBACK

Status Reporting
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PROBLEM RESOLUTION

Status Reporting

Garrison Commander escalates issue to 
Mission Commander / Regional Director

Tenant X un-responsive

Issue                                               Mitigation
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